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2013 WISCONSIN ACT 208

AN ACT to amend 111.322 (2m) (a) and11.322 (2m) (b); antb create 106.54 (10), 11.91 (2) (im) and 995.55
of the statutes;elating to: employer access to, and observatiortha,personal Internet accounts of employees and
applicantdor employment; educational institution access to, and observation of, the personal Internet accounts of
studentsand prospective students; landlatess to, and observation of, the personal Internet accounts of tenants
andprospective tenants; and providing a penalty

The people of the state of Wisconsin, represented in 103.34, 103.455, 103.50,104.12, -106.04,109.03,
senate and assembly, do enact as follows: 109.07,109.075,00146.997, or 995.55r ss. 101.58 to
101.599 or 103.64 to 103.82.

SecTion 1. 106.54(10) of the statutes is created to SecTioN 4. 111.91 (2) (im) of the statutes is created
read: to read:

106.54(10) (a) The divisiorshall receive complaints 111.91(2) (im) Employer access to the social-net
unders. 995.556) (b) and shall process the complaints working Internet site of an employee that provides fewer
in the same manner as employment discrimination-com rights and remedies to employees than are provided
plaintsare processed under 41139. unders. 995.55.

(b) The divisionshall receive complaints under s. SecTioN 5. 995.55 of the statutes éseated to read:
995.55(6) (c) and shall process the complaints in the 995.55 Internet privacy protection. (1) DeFINI-
samemanner as housing discrimination complaiuts TIONS. In this section:

processedinder s. 106.50. (@) “Access information” means a user name and
SeEcTioN 2. 111.322 (2m) (a) of the statutes is passwordr any other security information that protects
amendedo read: accesgo a personal Internet account.
111.322(2m) (a) The individual files a complaint or (b) “Educational institution” means an institutioh

attemptsto enforce any right undex. 103.02, 103.10, highereducation, as defined in s. 108.02 (18gahnnical
103.13, 103.28, 103.32,103.34, 103.455, 103.50, college established under s. 38.02; a schoaefisedin
104.12,106.04,109.03, 109.07, 109.075, d46.997, or  s. 38.50 (1) (a) 2.; a publischool, as described in s.
995.55,0r ss. 101.58 to 101.599 or 103.64 to 103.82.  115.01(1); a charter school, as defined ink5.001 (1);

SecTioN 3. 111.322 (2m) (b) of the statutes is aprivate school, as defined in 451001 (3r); or a private
amendedo read: educationatesting service or administrator

111.3222m) (b) The individual testifies or assists in (c) “Employer” means any person engaging in any
any action orproceeding held under or to enforce any activity, enterprise, or business employing at least one
right under s. 103.02, 103.10, 103.13, 103183.32, individual. “Employer” includes the state, its political

* Section 9911, WIsconsINSTATUTES: Effective date of acts. “Every act and every portion of an act enacted by the legislature over thegy
partialveto which does not expressly prescribe the time when it taflees siiall take ééct on the day after its date of publication.”



2013 Wisconsin Act 208 -2- 2013 Senate Bill 223

subdivisions,and any dice, department, independent anemployee to cooperate an investigation under this
agency, authority institution, association, societyor subdivision,an employer may require an employee to
otherbody instate or local government created or autho grantaccess to or allow observation of the emplayee’
rized to be created by the constitution or any laalud personal Internet account, but may not require the
ing the legislature and the courts. employedo disclose access information for that account.
(d) “Personal Internet account” means an Internet— 4. Restricting or prohibiting an employseaiccesso
based account that is created and used by an individuatertaininternet sitesvhile using an electronic commu
exclusivelyfor purposes of personal communications. nicationsdevice supplied or paid for in whote in part

(2) RESTRICTIONSON EMPLOYERACCESSTO PERSONAL by the employeor while using the employ&s network
INTERNETACCOUNTS. (a) Except as provided in pars. (b), or other resources.
(c), and (d), no employer may do any of the following: 5. Complying with a duty to screen applicants for

1. Requesbr require an employee or applicant for employmenrior to hiring or aduty to monitor or retain
employmentas a condition of employment, to disclose employeecommunications that is established under state
accessnformation for the personal Internet account of or federal laws, rules, or regulations or the rules of a self-
theemployee or applicant or to otherwigant access to  regulatoryorganization, as defined ib5 USC 78da)
or allow observation of that account. (26).

2. Dischage or otherwise discriminate against an 6. Viewing, accessing, or using information about an
employedor exercising the right under subd. 1. to refuse employeeor applicantfor employment that can be
to disclose access information farant access to, or  obtainedwithout access information or that is available
allow observation of themployees personal Internet in the public domain.
account,opposing a practice prohibited under subd. 1., 7. Requesting or requiring an employee to disclose
filing a complaint or attempting to enforce any right theemployees personal electronic mail address.
undersubd. 1., or testifying or assisting in any action or (c) Paragraph (a) does not apply to a personal Internet
proceeding to enforce any right under subd. 1. accountor an electronic communications device of an

3. Refuse to hire an applicant for employment employeeengaged in providing financial services who
becausehe applicant refused to disclose access informa usesthe account or device to conduct the business of an

tion for, grant access to, or allow observation ofappli employer that is subject to the content, supervision, and
cant’'spersonal Internet account. retention requirements imposed by federsdcurities

(b) Paragraph (a) does not prohibit an employer from lawsand regulations or by the rules of a self-regulatory
doingany of the following: organization, as defined tb USC 78da) (26).

1. Requesting or requiring an employee to disclose  (d) An employer that inadvertently obtains access
accessinformation to the employer in order for the informationfor an employes’personal Internet account
employerto gain access to or operate an electronic-com throughthe use of an electronic devioe program that
municationsdevice supplied or paid for in whole or in  monitorsthe employes network orthrough an elec
partby the employer or in order for the employer to gain tronic communications device supplied or paid for in
accesso anaccount or service provided by the emplpyer wholeor in part by the employer is nidble under par
obtainedby virtue of the employeg’employment rela (a) for possessing that access information so long as the
tionshipwith the employeror used for the employer employer does not use that access information to access

businespurposes. the employee personal Internet account.

2. Dischaging or disciplining an employee for trans (3) RESTRICTIONS ON EDUCATIONAL INSTITUTION
ferring the employés proprietaryor confidential infor ACCESSTO PERSONALINTERNETACCOUNTS. (a) Except as
mationor financial data to the employsgiersonal Inter providedin par (b), no educational institution may do
netaccount without the employerauthorization. any of the following:

3. Subject tahis subdivision, conducting an inves 1. Request or require a student or prospective stu

tigation or requiring an employee tcooperate in an  dent,as a condition of admission or enrollment, te dis
investigationof any alleged unauthorized transfer of the close access information for the personkiternet
employer’sproprietary or confidential information or accountof the student or prospective studento other
financial data to the employee’ personalinternet wise grant access to or allow observation of that account.

accountjf the employer has reasonable caudedi@eve 2. Expel, suspend, discipline, or otherwise penalize
thatsucha transfer has occurred, or of any other alleged any student for exercising the right under subd. 1. to
employment-relateshisconductyiolation of the lawor refuseto disclose access information,fgrant access to,

violation of the employes work rules as specified in an  or allow observation of the studesibersonal Internet
employeehandbook, if the employer has reasonable account,opposing a practice prohibited under subd. 1.,
causeto believe that activity on the employe@ersonal  filing a complaint or attempting to enforce any right
Internetaccount relating to that misconduct or violation undersubd. 1., or testifying or assisting in any action or
hasoccurred.In conducting an investigation or requiring proceeding to enforce any right under subd. 1.
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3. Refuse to adma prospective student because the or require thain employee, applicant for employment,
prospectivestudent refused to disclose access inferma studentprospective student, tenaot, prospective ten
tion for, grant accesw®, or allow observation of the pro  ant grant access tallow observation of, or disclose
spectivestudents personal Internet account. informationthat allowsaccess to or observation of a-per

(b) Paragraph (a) does not prohibit an educational sonal Internet account of the employee, applicant for
institutionfrom doing any of the following: employmentstudentprospective student, tenant, or-pro

1. Requesting or requiring a student to disclose spectivetenant.
accessnformation to the educational institution in order (6) ENFORCEMENT. (a) Any persomvho violates sub.
for the institution togain access to or operate an elec (2) (a), (3) (a),or (4) (a) may be required to forfeit not
tronic communications device supplied or paid for in morethan $1,000.
wholeor in part by the institution or in order for the edu (b) An employee who is dischgedor otherwise dis
cationalinstitution to gain access to an account or service criminated against in violation of sub. (2) (a) 2., an appli
providedby the institution, obtained by virtue of thestu  cantfor employment who is not hired in violation of sub.
dent’s admission tahe educational institution, or used (2) (a) 3., a studenwho is expelled, suspended, disci
for educational purposes. o _ plined,or otherwise penalized iriolation of sub. (3) (a)

2. Viewing, accessing, or using information abouta 5 o 4 prospective student who is not admitted in viola
studentor prospective studetha; can t_)e obtqmed with _ tion of sub. (3) (a) 3., may file a complaint with the
outaccess information or that is available in the public departmenbf workforce developmenand that depat
domain. mentshall process the complaintthe same manner as
|NTéi)NSEASCT::{(I)CUT;EZS?aN)LAgfég;tDa/;CgrE:\ig(jeiniSsgn/;L employmentdiscrimination complaints are processed
no landlord may dd any of the following: ’ unders. 111.39. If the department of workforce develop

j ment finds that a violation of sub. (2) (a) 23oor (3) (a)

L Req_uest or require a tenant or prospective te_nant,z_ or 3. has been committed, that department may order
asa condition of tenanc¢yo disclose access information : LT
the employer or educational institution to takech

for the personal Internet account of the tenant or prespec action authorized under $.11.39 as will remedy the

tive tenant or to otherwise grant accdesor allow e ] ) .
g violation. Section 11.322 (2m) applies to a discharor

observatiorof that account. therdiscriminat C arising | i 4h
2. Discriminate in a manner describecsiri06.50 (2) ~ Otherdiscriminatory act arising in connection wany
proceedinginder this paragraph.

againsta tenant oprospective tenant for exercising the , o
(c) A tenant or prospective tenant who is discrimi

right under subd. 1. to refuse to disclose access informa : - ;
tion for, grant accest, or allow observation of the per natedagainsin violation of sub. (4) (a) 2. may file a cem

sonalinternet account dhe tenant or prospective tenant, Plaint with the department of workforce development,
opposinga practice prohibited under suld, filing a ~ @ndthat department shall process the complairthé
complaintor attempting to enforce amight under subd. ~ Samemanner as housing discrimination complaits
1., or testifying or assisting any action or proceeding Processedinder s. 106.50lf the department of work
to enforce any right under subd. 1. force development finds that a violation of sub. (4)Za)

(b) Paragraph (a) does not prohibit a landlord from hasbeen committed, that department may order the land
viewing, accessing, or using information about a tenant lord to take such action authorized under s. 106.50 as will
or prospective tenant that can be obtained without accesgemedythe violation.
informationor that is available in the public domain. SecTioN 6. Initial applicability.

(5) NopbuTty ToMONITOR. (@) Nothing in this section (1) COLLECTIVE BARGAINING AGREEMENT. This act
createsa duty for an employgeducational institution, or  first applies to an employee who iseated by a collec
landlordto search or monitor the activity of any personal tive bagaining agreement that containgovisions
Internetaccount. inconsistentvith this act on the day on which the collec

(b) An employereducational institution, or landlord tive baigaining agreement expires or is extendaddi
is not liable under this section for afgilure to request  fied, or renewed, whichever occurs first.




